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Public Authority for Applied Education and Training
College of Technological Studies
ENC-254 Computer Networks (1)
Problems Set No. 1

ol. Fiﬂhe blanks using the following words:

The network model that is typical in a home with several computers peer-to-peer

In client-server the central resource sharing controlled by server.

LLAN is smaller than MAN and WAN,

WAN connects two or more geographically distinct LANs or MANSs.

client is a network computer requesting resources or services from another network

computer.

server is a network computer managing shared resources

NIC is a device inside computer.

connectivity device allows multiple networks or multiple parts of one network to

connect and exchange data.

9. The group of nodes is called a segment .

10. Protocol is a standard method or format for communication between networked
devices.

11. Packets are distinct data units exchanged between nodes.

h Lo L PO =
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Q2. Multiple choices. CHOOSE ONE ANSWER ONLY:

o  Which of the following is an advantage of peer-to-peer network model?
A) Inexpensive B) Not flexible C) Notsecure D) Not practical for large installations

o The peer-to-peer network model is good for:
A) Home network  B) Small office  C) Large companies D) Both (A) and (B)

» UNIX, Linux, Microsoft Server 2003 and 2008, and MAC OS X Server are all examples of:

A) Games B) Antivirus
() Client operating systems D) Server operating systems,

¢ The disadvantage of client-server relative to peer-to-peer networks is:
A) Client-sexver is more complex in design and maintenance.
B) Peer-to-peer is more complex in design and maintenance.
C) Client-server is cheaper than peer-to-peer.
D) Peer-to-peer is more secure than client-server.

+ Central problem monitoring, diagnostics, correction capabilities is:
A) Advantage of client-server networks.
B) Disadvantage of client-server networks.
C) Advantage of peer-to-peer networks,
D) Disadvantage of peer-to-peer networks.
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¢ A computer that enables other computers to share resources is called:

A) Host B) NIC
C) Switch D) Router
¢  Which of the following is a connectivity device:
A) Switch B) Server
C) Router D) Both (A) and (C)
¢ Capability of server to share data files, applications and disk storage space:
A) File services B) Web services
C) Print services D) Mail services

» Computer user on different network or in different geographical location from LAN’s server

A) Local user B) Super user
C) Normal user D) Remote user

03. Elements Common fo LAN Network:

Answer the below questions for the network in the following diagram.

Client Client Client

a. How many nodes are connected to this network? ___ 5 __

b. How many workstations are connected to this network? 3 _
c. How many connectivity devices are in this network? 3

d. How many segments are in thisnetwork? 2

e. How many backbones are in this network? 1

N.ALMUDHAHKA-ENC-254



Public Authority for Applied Education and Training
College of Technological Studies
ENC-254 Computer Networks (1)
Problems Set No. 2

Q1. Fill the blanks using the following words:

10.
11.

12.
13,

14.
15.

___OSI __ _isamodel for understanding and developing network computer-to-
computer communications
_ application layer ___is the top (seventh) OSI model layer.

The layer that formats data to make it understandable to different applications and hosts
presentation layer.

___session _ _ is a connection for ongoing data exchange between two parties
The layer that Accept data from Session layer and Provides flow control, segmentation, and
error control is the transport layer.

_TCP _ _ _ is a connection-oriented that establishes a connection before transmitting data and
makes a three-way handshake.

__UDP __ _ _ isaconnectionless protocol that do not establish connection with another node
before transmitting data—no handshake.

Breaking large data units received from Session layer into multiple smaller units called segments
is called _ _ segmentation _

_ _reassembly _ _ _ is process of reconstructing segmented data units .
The layer that makes packet formation, routing, and adds the logical address is _ network layer

Determining path from point A on one network to point B on another network ___ routing _

IP _ _isthe most common network layer protocol.

The layer that divides data received into distinct frames for transmission in Physical layer and
adds physical address to the frame is __ data link layer _ _

Block ID and Device ID are the components of _ MAC address __

The layer that accepts frames from Data Link layer and generates signals as changes in voltage at
the NIC is - physical layer
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02:

a. Complete the figure below and show the signals of the Three-way hand shake in TCP

protocol.
SYN
— > —
.. SYNIACK _ —
( (- - I - -
s___ACK___
>
Send data, wait for ACK
>
s-- - ACK___
<

b. Fill the following table.

>

Layer No. {.ayer Name Protocol Data Unit Protocol Example

1 Physical Signals

2 Data Link Frame

3 Network Packet Ip

4 Transport Segment TCP, UDP

5 Session X X

6 Presentation X X

7 Application X X

¢. The below figure that shows a layer-2 frame. What information should go to the empty

fields 1,2,and 3 ?

Sender’s Receiver’s
Physical Physical Raw Data
Address Address

Error
Checking &
Control
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Public Authority for Applied Education and Training
College of Technological Studies
ENC-254 Computer Networks (1)
Eng. Nawaf Almudhahka
Problems Set No. 3 (Due 6-11-2013)

Q1. Fill the blanks using the following words:

Can be current, light pulses, or electromagnetic waves (signals)

Transmit and receive signals {(transceiver)

Data signals in which voltage varies continuously (analog signals)

Uses core with larger diameter than single-mode fiber and laser or LED generated light

pulses travel at different angles (MMF)

Data signals in which positive voltage represents a binary | and zero voltage represents a

binary 0 (digital signals)

A device that separates combined signals (demultiplexer)

Make data suitable for carrying over communication path (moedulation)

Signal transmission in one direction like broadcast TV (simplex)

9. Signals transmission: both directions simultaneously (full-duplex)

10. Signal transmission: both directions but one at a time (half-duplex)

I1. A device that combines many channel signals (multiplexer)

12. One transmitter and one receiver (point-to-point transmission)

13. Hardware enabling networks or segments running on different media to interconnect and
exchange signals (media converter )

14. Laser generated light travels over one path in (SMF)

i b

00~ o

02, Multiple choices:

Digital signal benefit over analog signal is that:

A) Digital is more reliable and less sever to noise B) Digital is more reliable and more sever to
noise

C) Digital is less reliable and less sever to noise D) Digital is less reliable and more sever to noise

Converting digital signals to analog signals is called:
A) Modulation B) Demodulation C) Filtration D) Bypassing

Carrier frequency is modified in:
A) Amplitude modulation B) Phase modulation
C)} Frequency modulation D) Data modulation

Carrier signal amplitude is modified in:
A) Amplitude modulation B) Phase modulation
C) Frequency modulation D) Data modulation

Full duplex advantage is:
A) Increase overhead B) Decrease overhead
C) Increase speed D) Decrease speed
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+ Divides channel into multiple time intervals:

A) TDM B) FDM
C) STDM D) WDM
* Unique frequency band for each communications sub channel:
A) TDM B) FDM
C) STDM D) wDM

+ Point-to-point transmission:
A) One transmitter and one receiver
B) One transmitter and multiple, undefined receivers
C) One transmitter and multiple, undefined receivers
D) One transmitter and multiple, defined receivers

* Types of noise are:
A) EMI, Cross over, and Environmental B) EMI, Cross talk, and Environmental
C) EMI, modulation, and Environmental D) Multiplexing, Cross talk, and Environmental

+  The F-type connecter and the BNC connector are used with:

A} STP cable . B) UTP cable
C) Fiber Optic cable D) Coaxial cable
+  Which of the following transmission media has the best noise resistance?
A) STP cable B) UTP cable
C) Fiber Optic cable D) Coaxial cable
«  Which of the following transmission media has lowest cost?
A) STP cable B) UTP cable
C) Fiber Optic cable . D) Coaxial cable
« Al the following connectors are used with fiber optic cables EXCEPT:
A)ST B) SC
O LC D) RJ-45
* DTE and DCE connections are:
A) Serisal B) Parallel
C)USB D) UTP
« The device that processes signals and supplics synchronization clock signal:
A)DTE B)DCE
C)UTE D) RJ-11
+  Time for packet to go from sender to receiver, then back from receiver to sender:
A) Round Trip Time (RTT) B) One-way Time (OQWT)
C) Extra Trip Time (ETT) D) Half-Trip Time (HTT)
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Public Authority for Applied Education and Training
College of Technological Studies
ENC-254 Computer Networks (1)
Eng. Nawaf Almudhahka
Problems Set No. 4 (Due 1-12-2013)

01
Bit number, 0 16 il
a
Source port Destination port
Sequence number
Acknowledgment
<P
UIATPIR]S]F
hoader || Header [ pecervea [k I | 55| 1 Sliding-window size
ength GIRIHITININ
Checksum Urgent pointer
Options Padding
.
Data

The above figure shows the process of establishing a TCP connection; choose an answer for each of
following questions:

« The field that guides data to the correct process on the destination computer:

A) Destination port B) Checksum C) Sequence number D) Header
length
«  The field that is used to arrange segments in the correct order:
A) Destination port B) Checksum C) Sequence number D) Header length
« The flags, especially SYN and ACK:
A) Indicates purpose of segment B) Used to arrange segments in the correct order
C) Indicates type of the protocol D) Guides data to the correct process on the destination

*  Why the transmitter waits for ACK before sending more data?

A) To maintain flow control B) To make sure that the receiver was not hacked
C) To save the power D) To reset the data field

«  Which of the following is TRUE about the UDP segment?
A) It has exactly the same header fields as the TCP segment

B) It has less header fields as the TCP segment
C) It has more header fields as the TCP segment

D) All of the above
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Computer A
s

Z:\_‘_‘*

The above figure shows the process of establishing a TCP connection. Assuming that SEQ starts at

468506779 for computer-A and starts at 384238929 for computer-B, choose an answer for each of the

following questions

» State|{l |represents:
A) Request for connection B) Response

C) Connection established D) Connection terminated

+ State|2 |represents:
1} Request for connection 2) Response
3) Connection established 43 Connection terminated

= State|3{represents:

1) Request for connection 2) Response
3)_Connection established 4) Connection terminated

+  Transaction | X j must be:
1) SYN with SEQ= 468506779  2) SYN with SEQ=937013558
3) ACK(B) = 4685067780 4) ACK(B) = 384238929

+  Transaction must be:
1) SYN with SEQ= 468506779 2) SYN-ACK with SEQ(B) = 384238929
3) ACK(A) = 468506780 4) Both (2) and (3)

* Transaction|Z | must be:
1) SYN-ACK with SEQ(B) = 384238929  2) SYN-ACK with SEQ(A) = 468506780

3) ACK(B) = 384238930 4) Both (2) and (3)

*  What is the indication of FIN flag?
1) Transmission end 2) Transmission start
3) Transmission repeat 4) Transmission failed
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138.141.38.91

Given the above [P address, choose an answer for each of the below questions:

* The address above is:
1) IPv4 and consists of 32 bits 2) IPv6 and consists of 32 bits
3) IPv4 and consists of 128 bits 4) IPv6 and consists of 128 bits

+  The above IP address consists of four portions and each one of them is called :

1) Bit 2) Byte
3) Octet 4) Both (2) and (3)
* The above IP address is of class:
NA 2B
3cC . 4D
*  The beginning octet range for this IP class is:
1) 1-126 2)128-191
3) 192-223 4)224-230
* The number of networks for this IP class is:
1 2° 2)2'
3) 2" 4) 2%
+  The maximum addressable hosts per network for this IP class is:
12 2) 218
3) 224 4) 232
» TheIP address 138.141.255.255 is reserved as :
1) Network address 2} Loop back
3) Broadcast address 4} APIPA
» The address 138.141.0.0 is reserved as :
1} Network address 2) Local host
3) Broadcast address 4) APIPA
e The address 138.141.38.91:23 is:
1) A physical address 2) An IP Address
3) A socket address 4) A host name

«  Which command you will use to make sure that the machine with the above IP address is
communicating with network?
) ping 138.141.38.91 2)ping 138.141.38.255
3) ipconfig 138.141.38.91 2)bing 138.141.38.91

N ALMUDHAHKA-ENC-254



Cliend, "A~
] @ Thisis Client A;

what IP address
can | use?

@ Hi, Client A; Use 123.45.67.89
as your IP address.

B~ DHCP sever

This is Client A; o
® I'l take 123 45.67.89 The IP address
as my IP address. : Y 123.45.67.89 is now
. asggned to Client A,

k

Given the DHCP leasing process on the figure above, choose an answer for each of the below questions:

L.

The message of transaction-1 is:
A) Broadeast B) Multicast C) Unicast D)Loopback

The message of transaction-2 is:
A) Broadcast B) Multicast C) Unicast D)Loopback

The message of transaction-3 is:
A) Broadcast B) Multicast C) Unicast D)Loopback

The message of transaction-4 is:
A) Broadcast B) Multicast C) Unicast D)Loopback

What is the use of transaction-4 is:

A) Acknowledging the lease to Client-A

B) Informing all the other DHCP clients about Client-A MAC and IP
C) Testing the connection between the DHCP server and Client-A

D) Renewing the lease for all the DHCP clients

Can you manually configure the TCP/IP for Client-A?

A) Yes and 1 can choose any IP address.

B) No, I must use the DHCP service.

C} Yes, but I have to look for an unassigned IP address
D) Yes, even if I used an already assigned IP address

How you can terminate your DHCP [ease?

A) By mamually changing the TCP/IP configurations on the client
B) By manually changing the DHCP server configurations

C) You cannot terminate your DHCP lease until its time expires

D) Both {A) & (B)

N.ALMUDHAHKA-ENC-254



serverA

The I address for wwwiloc.gov
is 110.147.240.7

serverB ‘,‘ / /

Whalisthe IPaddress The 1P addiess for
for wwwloc.gov? www.loc.gov

A0, 1-17 9.
serverC f.‘ /

What s the IP address The 1P address for
for waww.lot.pow? wrwloc,gov
is 148, M?,2d9 x

, LAH‘S DNSsem:r
”' The tP address for
¢ Whalrsﬂ\e!hddres The I sddress foc W, TS Om
! for wwwilscgov? % wwwloc gov k5 206,141,193.95

r‘ 1 s140. M? 149.7
i B u
1 !
1
Y clientX

. 4: /! Chient /

Al

\\

t,q Wh

alfslhelPaddrcrss l I&& What & Ust (P addiss

- fofmvwlotgw? - Tor wuhv.eDUsR oM ?

The above figure shows the domain name resolution process, choose an answer for each of the below

questions:
1. Theroot server is represented on the figure as:
m serverB u serverC m serverD mServerA

2. The LAN DNS server is represented on the figure as:
m serverB m serverC m serverD = serverA

3. The process of getting the IP address of www.loc.gov is called:
m Name mapping m Name translation m Name resolution m Name conversion

4. Which server has the largest database of domain names and IP addresses?
m serverB m serverC m serverD H serverA

5. Assume that the following was set on TCP/IP configurations of clientX:
Primary DNS server = serverC
Secondary DNS server = serverD
What will happen if the clientX wants the IP address of www.loc.gov and serverC is down?
m Error! www.loc.gov cannot be found
m clientX will forward the request to serverD
m clientX will forward the request directly to serverA
m clientX will forward the request directly to serverB

6, The DNS is:
x Layer-4 service m Layer-5 service m Layer-6 service m Layer-7 service

N.ALMUDHAHKA-ENC-254



Public Authovity for Applied Education and Training
College of Technological Studies
ENC-254 Computer Networks (1)
Eng. Nawaf Almudhahka
Problems Set No. 5 (Due 12-12-2013)

Given the network topology on the above figure, circle the answer for each of the following

questions:
1. The above topology is called:
A) Star B) Ring C) Hybrid D) Bus

2. The components that should be installed in the position “A” shown on the figure are called:
A) Hubs B) Routers C) Switches D) Terminators

3, The main advantage of the above topology is that it is:
A) Fault-tolerant B) Expensive C) Scalable D) Inexpensive

4, The physical media that is used to implement the above topology is:
A) Twisted pair B) Fiber optic C) Coaxial D) Wireless

5. This topology is:
A) Fault-tolerant B) Expensive C) Scalable D) Difficult to troubleshoot

6. If any node in the above topology wants to send data, then it uses:
A) Broadcast B) Unicast C) Multicast
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Z
Given the network topology on the above figure, circle the answer for each of the following
questions:
[. The devices F and G are:
A) Switches B) NICs C) Repeaters D)BothB & C
2, The topology on the above figure is called:

A) Star-Wired Ring B) Star-Wired Bus C) Ring D) Bus

Device G on the above network can know the MAC address of:

A) All the nodes directly connected to it,

B) Device F only.

C) All the nodes that are directly connected to it in addition to device F.
D) Cannot know or understand MAC addresses.

Node X wants to send a message to node Z, then it will use:
A) Broadcast at the first time, then unicasts, B) Broadcasts all the time.
C) Unicasts all the time. D) Multicasts all the time.

Device G wants to send a message to node Y, then it will use:
A) Broadcast at the first time, then unicasts. B) Broadcasts all the time.
C} Unicasts all the time. D) Multicasts all the time.

N.ALMUDHAHKA-ENC-254



Given the network topology on the above figure, circle the answer for each of the following
questions:

L.

The topology on the above figure is called:
A) Star-Wired Ring B) Star-Wired Bus
C) Parallel Backbone D) Collapsed Backbone

The topology in the above figure has:
A) Overall fault tolerance. B) Fault tolerance for the switches ONLY.
C) No fault tolerance. D) Fault tolerance for the two routers ONLY.,

The topology in the above figure has:

A) High cost because of the redundant links.

B) Low cost because of the redundant links.

C) Low cost because it is very difficult to implement.
D) High cost because it is very easy to implement.

The switch K can know the MAC address of :
A) Node M. B) Router G. C) Node N. D) Router G & Node N.

if we completely separated the router G with the switches (J , K} and all the nodes connected
to them in a new network, then the topology of that new network will become :

A) Star-Wired Ring B) Star-Wired Bus

C) Parallel Backbone D) Collapsed Backbone
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Workstation S L LS Workstation
A B

Given the network diagram above, circle the answer for each of the following questions:

1.

The maximum length between Workstation A and Workstation B is:
A) 2300 m B)2712 m ) 1124 m D) 4900 m

The Ethernet standard that has the maximum throughput in the above network is:
A) 10BaseT B) 10GBaseT C) 100Base-FX Half Duplex D) 100Base-FX Full Duplex

Any of the following transmission medias can be used in the above network EXCEPT:
A) UTP B) STP C) MMF D) SMF

The most expensive Ethernet standard among the ones used in the above network is:
A) 10BaseT B) 10GBaseT ) 100Base-FX Half Duplex D) 100Base-FX Full Duplex

The topology of the above network is:
A) Star-Wired Ring B) Star-Wired Bus
C) Parallel Backbone D) Collapsed Backbone

Suppose that you want to extend the distance between the switches X and Y using a repeater.
What will be the new maximum distance between switches X and Y after installing the
repeater in between?

A) 200m B) 824 m C)1412m D) 4000 m
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